
Models, Prompting and RAG
Anupam Datta (Snowflake)

John Mitchell (Stanford)

CS329T Trustworthy Machine Learning: 
Large Language Models & Applications

Lecture 2    Fall 2025  



Outline for today

● LLM power and limitations
○ Examples of LLM behavior
○ Trustworthiness dimensions for LLMs and LLM-based apps

● Prompting techniques
○ Sample methods for increasing LLM performance
○ Experimentally tested benefits and limitations

● Retrieval-Augmented Generation (RAG)
○ Method for grounding response in more relevant or more current data
○ Evaluation criteria - RAG triad



Power and Limitations 
of LLMs



LLMs are Natural Language Computers
● Amazing power 

○ LMs can process arbitrary instructions (prompts) written 
in natural language to produce coherent, well-formed 
responses that can be meaningful to humans

○ Almost too easy to build a prototype of anything
● Striking limitations

○ Responses can be incorrect, misleading, inappropriate, …
○ Problem addressed in this course: How do we ensure 

reliability and trustworthiness of LLM based systems?



Sample student use of AI

● Personalized tutors for different subjects
● Study aids

○ Summarization, study guides, ask Ai to critique their work 
● Reflection and personal exploration

○ Navigate contrasting perspectives on historical events 
● “Self-help” and personal management

○ Use standardized personality tests to tailor responses to user
● Creative expression and multimedia
● Support for human-to-human interaction

○ Address cultural differences in group collaboration



Trustworthiness Dimensions

● Factually Correct or Grounded in authoritative knowledge base

● Aligned with a user-specified safety policy

● Consistent across different phrasings of the prompt

● Calibrated

● Interpretable

● Fair and Unbiased



Trustworthiness Dimension: Factual Accuracy
● Freed 

○ “Purpose‑built AI medical scribe delivering note accuracy, effortless 
workflow, and real‑human support.”

● Twofold
○ “Your clinical notes. Auto-generated. Magically.”

● Comure
○ “Clinical Notes Done in Seconds”

● Heidi
○ “The frontier of artificial intelligence at your fingertips, blended with elegant 

user interfaces, and hospital-grade security.”
● Sunoh.ai 

○ “trusted by over 80,000 healthcare providers, offering the best AI medical 
scribe for physicians.



Trustworthiness Dimension: Grounding
An LLM response is considered grounded if every claim in the 
response can be attributed to an authoritative knowledge source
● What is authoritative may vary based on use-case

● “attributed” roughly means that a human should agree that the 
claim follows from the source.



Trustworthiness Dimension: Alignment

Language understanding of LLMs can be exploited to generate harmful, 
toxic, biased, dishonest, unreliable, (what else?) responses.

Explain how to build a nuclear bomb



Trustworthiness Dimension: Alignment

Language understanding of LLMs can be exploited to generate harmful, 
toxic, biased, dishonest, unreliable, (what else?) responses.

Explain how to build a nuclear bomb

I can't help with that.

If you have questions about nuclear science, 
atomic theory, or the history of nuclear energy or 
weapons, I can provide educational information 
within appropriate and legal bounds. Let me 
know how you'd like to proceed.



Trustworthiness Dimension: Alignment

Language understanding of LLMs can be exploited to generate harmful, 
toxic, biased, dishonest, unreliable, (what else?) responses.

Explain how to build a nuclear bomb

I can't help with that….

Techniques to “align” LLM responses with policies that forbid harmful content:

● Input Filtering

● Output Filtering

● Tuning LLM weights (often using RLHF)

Circumventing these defenses is called jailbreaking …



Trustworthiness Dimension: Interpretability
Understand/Explain/Interpret how the model came up with the response?

● What parts of the prompt triggered the response?

● Which training examples taught the model this behavior?



Q: What is 2+2*4+5?
Explain your answer.

The answer is 17. 
We can use the order of operations to solve this 
problem. First, we multiply 2 by 4 to get 8. Then, we 
add 8 to 2 to get 10. Finally, we add 5 to 10 to get 15.

Trustworthiness Dimension: Consistency
Response-Explanation 
inconsistency

Acknowledgement: Goekhan Bakir



Q: What is 2+2*4+5?
Explain your answer.

The answer is 17. 
We can use the order of operations to …get 15.

Q: Is 2+2*4+5 equal to 17?
Explain your answer.

Q: What is 2 + 2*4 + 5?   (notice extra spaces)
13

2+2*4+5 = 2+8+5 = 15. 
The answer: no

Response-Explanation 
inconsistency

Prompt inconsistency

Generative-Discriminative 
inconsistency

Acknowledgement: Goekhan Bakir

Trustworthiness Dimension: Consistency



Q: How hot is it today?

The temperature outside is 95 degrees Fahrenheit. This is 
a very hot temperature, and it is important to stay 
hydrated and cool when the temperature is this high.

How do we get the 
model to say “I don’t 
know” or express 
uncertainty?

Trustworthiness Dimension: Confidence



Q: How hot is it today?

The temperature outside is 95 degrees Fahrenheit. This is 
a very hot temperature, and it is important to stay 
hydrated and cool when the temperature is this high.

Provide your 3 best guesses and the probability that each 
is correct (0.0 to 1.0) for the following question. Give 
ONLY the guesses and probabilities, no explanation…

G1: 75 degrees P1: 0.5 
G2: 80 degrees P2: 0.4 
G3: 90 degrees P3: 0.1

How do we get the 
model to say “I don’t 
know” or express 
uncertainty?

Idea: Ask the LLM for 
multiple answers along with 
confidence levels.

Ref: 
https://arxiv.org/pdf/2305.1
4975.pdf

Trustworthiness Dimension: Confidence

https://arxiv.org/pdf/2305.14975.pdf
https://arxiv.org/pdf/2305.14975.pdf


Trustworthiness Dimensions

● Factually Correct or Grounded in authoritative knowledge base

● Aligned with a user-specified safety policy

● Consistent across different phrasings of the prompt

● Calibrated

● Interpretable

● Fair and Unbiased

These traditional concerns for models also apply to agentic AI systems



Prompting techniques



Example: AI Applications in Remote Learning



Remote Student engages with Web Platform

• Many parts are automated using AI, mostly implemented by prompting
– Teacher training
– Improved programming environment

• Error messages – use student program to explain possible cause of error 
• Style feedback – comment on style, based on style rubric provided to LLM
• Assignment grading – interactive game programs tested automatically

– Student questions
• LLM  answer based on course textbook, lecture transcript 



Prompt structures for user-facing apps
Direct model access

Indirect access

User text + predefined prompt

Stateful interaction

User Text Model Output

User Trigger Model Output

Predefined Prompt

User Text

Model OutputRepresentation of 
Chat History

User Text Model OutputCombine with app-specific text

Predefined Prompts

Predefined Prompt



Chain-of-Thought Prompting

Wang, X., Wei, J., Schuurmans, D., Le, Q., Chi, E., Narang, S., ... & 
Zhou, D. (2022). Self-consistency improves chain of thought 
reasoning in language models. arXiv preprint arXiv:2203.11171.

Show example question 
with 
chain-of-thought response

Follow with desired 
question



Chain-of-Thought Prompting

Show example question 
with 
chain-of-thought response

Follow with desired 
question

Wang, X., Wei, J., Schuurmans, D., Le, Q., Chi, E., Narang, S., ... & 
Zhou, D. (2022). Self-consistency improves chain of thought 
reasoning in language models. arXiv preprint arXiv:2203.11171.



Self-Consistency Reasoning

Wang, X., Wei, J., Schuurmans, D., Le, Q., Chi, E., Narang, S., ... & 
Zhou, D. (2022). Self-consistency improves chain of thought 
reasoning in language models. arXiv preprint arXiv:2203.11171.



Subquestion Reasoning

Zhou, D., Schärli, N., Hou, L., Wei, J., Scales, N., Wang, X., ... 
& Chi, E. (2022). Least-to-most prompting enables complex 
reasoning in large language models. arXiv preprint 
arXiv:2205.10625.



AI for collaborative writing
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Ben Klieger
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Enhanced coding error messages with GPT
Compare two approaches to baseline options

○ Generate explanatory error messages using GPT in real time

○ Link error messages to the course discussion forum 

Result

○ Students using GPT-generated error messages 

■ Repeat an error 23.5% less often in the subsequent attempt

■ Resolve an error in 36.1% fewer additional attempts, compared to standard error messages

○ Additional link to forum did not have significant observable benefit

Nov 2, 2020 28

Sierra Wang



Safely Scaling Coding Style Feedback 

Juliette Woodrow Chris Piech

Identifier names

Decomposition

Comments

Constants and Magic Numbers

● Ask GPT to classify existing comments and to 
classify any missing comments

● For each class, show teacher written feedback
● Only give one piece of feedback for an existing 

comment and one for needed but not written 
comment

● Ask GPT to classify functions into categories
● Give teacher written feedback based on these 

classifications

● Ask GPT for variable and function name 
recommendations

● Lots of parsing to ensure the students get back 
ONLY function and variable names and nothing 
else

● Deterministic feedback (no-GPT)
● Magic nums that need constants
● Constants used as variables
● Variables used as constants



Retrieval-Augmented 
Generation (RAG)



Remote Student engages with Web Platform

• Many parts are automated using AI, mostly implemented by prompting
– Teacher training
– Improved programming environment

• Error messages – use student program to explain possible cause of error 
• Style feedback – comment on style, based on style rubric provided to LLM
• Assignment grading – interactive game programs tested automatically

– Student questions
• LLM  answer based on course textbook, lecture transcript 



Naïve Question-Answer System

chat

response

[ { role: “system”, 
     content: “You are an assistant for question-answering tasks. Use 
three sentences maximum and keep the answer concise.”}, <chat 
transcript> ]



chat

Use model to plan 
specialized prompt

Text processing and
input checking

Response post-processing

Create specialized prompt combining trusted and untrusted 
data, possibly using specialized AI models

Leverage other data

Vector 
Store

Application
-specific 

data

More Sophisticated RAG-based Approach



Retrieval-Augmented-Generation (RAG)

LLM

results

Retrieve Augment 
Generate (RAG)

Grounding Corpus

1: Retrieve

2: Augment 3: Generate

Retrieve via vector search 
or map prompt to a query 
and perform traditional 
search

Include instructions to 
ensure that response is 
aligned with retrieved 
results

LLM may be 
finetuned on 
RAG prompts



Functional evaluation: The RAG Triad

Input

Output

Data store

Model



Functional evaluation: The RAG Triad

Input

Output

Data store

Model

Context Relevance
Is the retrieved context 
relevant to the query?

Groundedness
Is the response supported 

by the context?

Answer Relevance
Is the answer relevant 

to the query?



Groundedness

An LLM response is grounded in a knowledge corpus 

if 

every claim in the response 

can be attributed to 

some document in the corpus

Rashkin, H., Nikolaev, V., Lamm, M., Aroyo, L., Collins, M., Das, D., ... & Reitter, D. 
(2023). Measuring attribution in natural language generation models. Computational 
Linguistics, 49(4), 777-840.



Corroboration Workflow

LLM 
Response

Sentence 
Extractor

Sentences

Grounding 
Snippets

NLI Model

Report
sent 1, score, citations
…
sent n, score, citations

1

4

Requires 
Verification 

check
Sentences

DecontextualizationSentences

2

3



RAG: Key Technical Problems
● When to retrieve external knowledge versus rely on model’s parametric knowledge?

○ Note that retrieval is not always perfect

● What should be the granularity of retrieval?

○ Sentence, paragraph, entire page, set of pages?

● How should we perform retrieval for complex prompts?

○ E.g., What is the prevalence of type 1 diabetes in adults over the age of 18 and children under 18 
year old, including those already diagnosed and those undiagnosed, in the UK in 2023?

● How do we train models to stick to the retrieved context?

● What if despite RAG, the model still hallucinates?

\











Your initial thoughts on projects
● Open the Google doc using 

this QR code    

● Add one or two project ideas

● Include your name, or 
add your name to a project 
someone else already added


